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Exeter City Council Please ask for: Sarah Selway
Direct Dial: 01392 265275

Email: . .gov.
To the Chair and Members mai sarah.selway@exeter.gov.uk

of the Scrutiny Committee - Resources Our ref:

Your ref:

AGENDA FOR
EXETER CITY COUNCIL
SCRUTINY COMMITTEE - RESOURCES

The Scrutiny Committee - Resources will meet on WEDNESDAY 21 MARCH 2012, commencing at
5.30 pm, in the Rennes Room, Civic Centre, Paris Street, Exeter to consider the following business.
If you have an enquiry regarding any items on this agenda, please contact Sarah Selway, Member
Services Officer on Exeter 265275.

Entry to the Civic Centre can be gained through the Customer Service Centre, Paris Street.

Pages

PART I: ITEMS SUGGESTED FOR DISCUSSION WITH THE PRESS AND PUBLIC PRESENT

1 APOLOGIES

To receive apologies for absence from Committee members.

2 MINUTES

To sign the minutes of the meeting held on 25 January 2012.

3 DECLARATIONS OF INTEREST

Councillors are reminded of the need to declare personal and prejudicial
interests, including the nature and extent of such interests, in relation to business
on the agenda, before any discussion takes place on the item. Councillors
requiring clarification should seek the advice of the Monitoring Officer prior to the
day of the meeting.

Office of Corporate Manager Democratic & Civic Support

Civic Centre, Paris Street, Exeter, EX1 1JN Tel: 01392 277888 Fax: 01392 265593 www.exeter.gov.uk




LOCAL GOVERNMENT (ACCESS TO INFORMATION) ACT 1985 -
EXCLUSION OF PRESS AND PUBLIC

It is considered that the Committee would be unlikely to exclude the press and
public during the consideration of any of the items on the agenda but, if it should
wish to do so, the following resolution should be passed:-

RECOMMENDED that, under Section 100A(4) of the Local Government Act
1972, the press and public be excluded from the meeting for consideration of the
particular item(s) on the grounds that it (they) involve(s) the likely disclosure of
exempt information as defined in the relevant paragraphs of Part |, Schedule 12A
of the Act.

QUESTIONS FROM THE PUBLIC UNDER STANDING ORDER 19

A period of up to 15 minutes will be set aside to deal with questions to the
Committee from members of the public.

Details of questions should be notified to the Corporate Manager Democratic &
Civic Support at least three working days prior to the meeting. Further information
and a copy of the procedure are available from Member Services (265275) also
on the Council web site: http.//www.exeter.gov.uk/scrutinyquestions

QUESTIONS FROM MEMBERS OF THE COUNCIL UNDER STANDING
ORDER 20

To receive questions from Members of the Council to appropriate Portfolio
Holders.

7 CERTIFICATION WORK REPORT 2010/11

The Council’s External Auditor, Grant Thornton, will present the Certification 1-10
Work Report to Members — report circulated

8 ANNUAL AUDIT PLAN 2011/12

The Council’s External Auditor, Grant Thornton, will present the Annual Audit 11-28
Plan to Members — plan circulated

PERFORMANCE MANAGEMENT

*MEMBERS ARE REQUESTED TO ADVISE THE MEMBER SERVICES OFFICER OF ANY
QUESTIONS OR ISSUES ON PERFORMANCE MONITORING REPORTS BY 9.00 AM ON THE
DAY OF THE MEETING.

9 AIM PROPERTY MAINTENANCE PROGRESS REPORT 2011/12

To consider the joint report of the Assistant Director Finance, Assistant Director 29 -30
Economy and Acting Assistant Director Housing and Contracts — report circulated




10

RESOURCES SCRUTINY STEWARDSHIP TO 31 DECEMBER 2011

To consider the report of the Assistant Director Finance — report circulated

31-36

MATTERS FOR CONSIDERATION BY THE EXECUTIVE

11

12

13

14

CAPITAL MONITORING STATEMENT TO DECEMBER 2011

To consider the report of the Assistant Director Finance — report circulated

OVERVIEW OF GENERAL FUND REVENUE BUDGET 2011/12

To consider the report of the Assistant Director Finance — report circulated

CORPORATE GOVERNANCE RISK REGISTER - ANNUAL REVIEW 2012

To consider the report of the Head of Audit — report circulated

ST KATHERINE'S PRIORY REROOFING FINANCIAL PROVISIONS

To consider the joint report of the Assistant Director Public Realm and Assistant
Director Economy — report circulated

37 - 50

51-60

61-70

71-72

MATTERS FOR CONSIDERATION BY SCRUTINY COMMITTEE - RESOURCES

15

16

INTERNAL AUDIT PLAN 2012/13

To consider the report of the Head of Audit — report circulated

INTERNAL AUDIT WORK 2ND HALF YEAR 2011/12

To consider the report of the Head of Audit — report circulated

73-76

77 -84

DATE OF NEXT MEETING

The next Scrutiny Committee - Resources will be held on Wednesday 20
June 2012 at 5.30 pm




FUTURE BUSINESS

The schedule of future business proposed for this Scrutiny Committee and
other Committees of the Council can be viewed on the following link to the
Council’s website:http://www.exeter.gov.uk/forwardplan

Councillors can view a hard copy of the schedule in the Members Room.

Membership -
Councillors Baldwin (Chair), Hobden (Deputy Chair), Branston, Bull, D J Henson, Mitchell, Morris,
Mottram, Ruffle, Spackman, Taghdissian, Tippins and Wardle

Find out more about Exeter City Council services by looking at our web site
http://www.exeter.gov.uk. This will give you the dates of all future Committee meetings and tell you
how you can ask a question at a Scrutiny Committee meeting. Alternatively, contact the Member
Services Officer on (01392) 265275 for further information.

Individual reports on this agenda can be produced in large print
on request to Member Services on 01392 265111.

Please remember to recycle. If you would prefer not to receive paper copies please let us
know. Contact Member Services 01392 265197 or email member.services@exeter.qgov.uk
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1.1

2.1

2.2

Agenda ltem 9

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

AIM PROPERTY MAINTENANCE PROGRESS REPORT 2011/12

PURPOSE OF THE REPORT

This is the third quarterly report, covering the period from October to December 2011 (but
including updated figures at 13 February 2012). The report details the financial position of
the £7.8m programme of reactive and planned property maintenance and refurbishment
work agreed for 2011/12. The programme comprises housing and non-housing schemes
funded from revenue budgets as approved by Council for the financial year 2011/12. In
some cases the programme also includes unspent budgets for schemes rolled forward from
2010/11. Progress on capital funded schemes is reported elsewhere on this agenda. The
report provides specific details on significant programme variations.

BACKGROUND
The Council approved the following:
£
Housing budgets
(@) Housing Reactive Repairs 4,953,780
(b)  Housing Servicing Contracts 714,900
(c) Housing Maintenance Works 430,000 £ 6,098,680
Non-housing budgets
(d) Service Recharges 343,650
(e) Lease Requirements 55,450
) AIM Priority Programme 225,500
(9) AIM Reactive Repairs - General 513,540
(h) AIM Service Contracts 441,980
(i) AIM Operational Essentials 82,580 £ 1,662,700
Total £7,761,380

The current level of spending in 2011/12 on the budgets identified above indicates a
predicted saving of some £30,000 which equates to 0.4% on the overall budget. With
regard to housing budgets, overspends in this area have been effectively negated by
savings and contingencies. So the saving overall arises solely from non-housing work.

A copy of the full financial monitoring report is available on the Internet.

Page 29



HOUSING
2.3 Housing Reactive Repairs generally — combined budget £4,953,780

This budget is split into eight separate budgets in order to better raise and monitor orders
and control work and costs. As all these separate provisions are essentially for works of a
reactive nature it is difficult to predict the extent or pattern of likely expenditure in the year.
However, based on the present rates of spending, overspend of some £200,000 is likely to
arise against the budget identified for Empty Properties within this wider Housing Reactive
Repairs budget. Nevertheless this overspend will be negated by savings elsewhere within
Housing Servicing budgets and by reducing the sum made available as a contribution to
housing capital programmes from revenue funds in 2011/12.

NON-HOUSING

24 Canal special Works — budget £30,890

This budget is set for larger repair or project works in order to maintain the efficient running
of the canal and the canal service. This year, unforeseen additional costs in the order of
£15,000 have been sustained in carrying out necessary extensive repairs to lock gates and
remedial works due to a sewage overflow. Whilst some of this extra cost can be absorbed
by present budget provision some overspend may ultimately result. It is therefore presently
projected that a best estimate of overspend in the region of £10,000 is anticipated.
Nevertheless this overspend is likely to be compensated by anticipated savings elsewhere
in non-housing budgets

2.5 Canal Operational Essential Works — budget £25,170

This budget is set each year to finance works of a minor repair and replacement nature in
order to maintain the canal services operated for customers. This year the cost of repairs
and other financial demands on the service have raised overspend of some £11,000.
Nevertheless, as above, this overspend can be absorbed by anticipated savings elsewhere
in non-housing budgets

3 RECOMMENDED
(1) that the second quarter financial position of the £7.8m programme of reactive and

planned property maintenance and refurbishment for 2011/12 as detailed above be
noted.

ACTING ASSISTANT DIRECTOR HOUSING AND CONTRACTS
ASSISTANT DIRECTOR ECONOMY
ASSISTANT DIRECTOR FINANCE

COMMUNITY & ENVIRONMENT DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling this report:

None
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Agenda ltem 10

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

RESOURCES SCRUTINY STEWARDSHIP TO 31 DECEMBER 2011

PURPOSE OF REPORT

This report advises members of any major differences by management unit to the revised
budget.

STEWARDSHIP TO 31 DECEMBER 2011

The current forecast suggests that net expenditure for this committee will increase from the
revised budget by a total of £279,730. This is an increase from that forecast in the last
report to this Committee for the second quarter ending September 2011 where an
overspend of £127,340 was forecast; the main reason for the increase is the redundancies
referred to in 86A7 below. Supplementary budgets of £12,000 are included but the Notional
Charges budgets in respect of IAS19 Pension Costs and Capital charges have been
deducted to provide the total budget for management accounting purposes.

The budgets for 2011/12 include a provision for a pay award of £250 to staff under spinal
point 24. The current position is that the Local Government Employers have not offered a
pay award in the current year which will produce an overall pay saving of about £24,000 for
this Committee.

The main variations by management unit are detailed below:

£
2011/2012 REVISED BUDGET 15,646,190

86A1 REVENUE COLLECTION / BENEFITS 156,720
As a result of the reduction in subsidy received in 2010/11
mainly in respect of Non HRA Rent Allowances, it was
originally estimated that there would be a similar reduction
in subsidy for 2011/12 resulting in an additional cost of
some £388k. Since then, Housing Services have cut back
on the use of bed and breakfast accommodation and
increased the use of private sector leasing. This has
increased the Housing Benefit subsidy rate for 2011/12,
resulting in a reduction in the overspend to £156,720 which
is a variance of 0.35% on the original budget of £44.7m.

86A2 ELECTIONS & ELECTORAL REGISTRATION 1,760
The cost of administering the City Council elections in May
increased because of a new requirement to provide
increased staffing levels and training.

86A3 CORPORATE (2,330)
There are expected to be some minor savings in Treasury
Management expenses.
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86A4

86A5

86A6

86A7

86A8

86B1

86B2

86B3

86B4

86B5

CIVIC CEREMONIALS

The retail unit attached to Guildhall has been vacant for
most of this year with a subsequent loss of rental income.
Fees from civil ceremonies and weddings are not expected
to materialise until next year.

DEMOCRATIC REPRESENTATION

There will be a small overspend on Members’ Expenses by
the end of the financial year due to the take-up of
allowances.

GRANTS/CENTRAL SUPPORT/CONSULTATION

The core costs for the corporate use of ordnance survey
data has now been transferred to management unit 86B6
IT Services.

There is expected to be an underspend in Community
Consultations.

UNAPPORTIONABLE OVERHEADS

There is an increase in payments to the pension fund
administered by Devon County Council to meet the
approved cost of redundancies.

CHIEF EXECUTIVE SERVICES
Additional pay costs have been incurred to cover for
maternity and sickness absences.

TREASURY SERVICES

An agreed reduction in working hours for some staff and
vacancies within the service are expected to result in pay
savings.

INTERNAL AUDIT

The sale of CIPFA matrices written by audit staff are not
expected to be as high as a consequence of other local
authorities reducing their discretionary expenditure.

HUMAN RESOURCES

An additional temporary staffing resource within Human
Resources was approved by Executive, but this has been
more than offset by reduced expenditure in the now
centralised training budget. Training expenditure has
reduced because of the restructure of services, the
appointment of Senior Managers and the subsequent
determination of their development needs.

LEGAL SERVICES
There is expected to be a small underspend in pay and
operational costs coupled with an increase in fee income.

CORPORATE CUSTOMER SERVICES

Vacancies and savings have been made throughout the
management unit that will result in an underspend on pay.
Reviews of servicing and cleaning and repair and
maintenance contracts are expected to produce further
savings.
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86B6 IT SERVICES (65,690)
There is expected to be a small overspend in pay costs to
provide cover for maternity leave.
There has been some savings in the cost of administering
and maintaining IT systems.
More of the work undertaken by IT staff can be capitalised
resulting in less of a cost to the revenue services
throughout the Council.

2011/12 EXPECTED FINAL OUTTURN £15,925,920

3. RECOMMENDATION

3.1 That the Scrutiny Committee — Resources note this report.

ASSISTANT DIRECTOR FINANCE

CORPORATE SERVICES DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling this report:
None
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1.0

1.1

2.0

2.1

2.2

2.3

3.0

3.1

Agenda ltem 11

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

EXECUTIVE
3 APRIL 2012

COUNCIL
24 APRIL 2012

CAPITAL MONITORING STATEMENT TO DECEMBER 2011

PURPOSE OF THE REPORT

In accordance with the Prudential Code for Capital Finance in Local Authorities, it is
necessary to monitor performance against the prudential indicator for capital
expenditure and highlight significant deviations from expectations. This report
therefore sets out the current position in respect of the Council’s annual capital
programme and advises Members of the anticipated variations.

BACKGROUND

Local authorities are required to estimate the total of capital expenditure that it plans to
incur during the financial year when it sets the prudential indicators for capital
expenditure. This shows that its asset management and capital investment strategies
are affordable, prudent and sustainable.

Capital expenditure is a significant source of risk and uncertainty since cost variations,
delays and changing specifications are often features of large and complex capital
projects.

This report is prepared on a quarterly basis in order to update Members with any
known cost variations, slippage or acceleration of projects.

REVISIONS TO THE CAPITAL PROGRAMME

The 2011/12 Capital Programme, including commitments brought forward from
2010/11, was last reported to Scrutiny Committee - Resources on 23 November 2011.
From that report schemes totaling £7.295 million within the 2011/12 capital
programme have now been deferred and are included within the 2012/13 and 2013/14
budgets.

Since that meeting the following changes have been incorporated into the programme:
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4.0

4.1

4.2

4.3

5.0

5.1

5.1.1

Description £ | Approval/funding
Capital Programme, as at 23
November 2011 23,167,730
Budget Deferred to 12/13 (7,151,610)
Approved by Executive 6
Budget Deferred to 13/14 (143,830) | pororter 5071
Overspends/Underspends (18,820)
Reduction in expected external
Canal Basin (280,580) | funding as reported to Executive
22 November 2011
Disabled Facility Grants 41,870 | Additional funding from CLG
National Cycle Network 71,470 | Contributions from DCC
Children’s Play Areas 71,190 'l:ew S106 funding for Beacon
venue
Revised Capital Programme 15,757,420
PERFORMANCE

Projected Outturn

The capital programme for the current financial year is £15,757,420. It is projected
that £1.466 million of the programme will need to be carried forward into future years.
For details, please refer to Appendix 1 and to the explanations below.

Progress
During the first nine months of the current financial year the Council spent £7,909,890
of the 2011/12 Capital Programme.
This equates to 50.2% of the revised Capital Programme being spent in the first nine
months of 2011/12, compared to £12.264 million (43.7%) being spent in the first nine
months of 2010/11.
VARIANCES AND ACHIEVEMENTS
The main variances and achievements are as follows:
Community & Environment
Cultural City
¢ Play Area Refurbishments (Budget £160,580)
An extensive refurbishment of Harrington Lane Play Area was completed in
early summer 2011, this included the installation of some exciting new play
equipment and added to the Multi Use Games Area (MUGA) style goal ends

which had been installed on the adjacent tarmac area earlier in the year. This
scheme was funded via the Section 106 Agreement Contribution from the
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Chancel Lane Development.

Money from the Chancel Lane development has also funded floodlights for the
existing MUGA at Pinhoe Station Road.

A refurbishment of Dickens Drive Play Area has been completed and is open
and in use. The funding remaining on this site will provide fencing works to
make the current kick around area dog free.

Public consultation work is on-going working towards a community led design
for the new play space which will be installed as soon as the land is adopted at
Sylvan Heights (Crossmead).

A new project has commenced at Beacon Avenue as funding has recently been
made available by the developer Persimmon. Play area fencing and gates will
be provided during spring 2012, the play equipment will be decided upon later

following a public consultation process. The play space is likely to be
completed during Autumn 2012.

Bromhams Farm Changing Rooms (Budget £14,960)

Budget spent for 2011/12.

Leisure Management Contract (Budget £59,680)

This budget relates to the old DC Leisure Contract and is now complete.
Cowick Barton Changing Rooms — External Paving (£20,000)

The majority of this budget relates to expenditure on Pinces Gatehouse and the
work was carried out in 2010/11. There is therefore a saving on this project this
year.

Cowick Barton Changing Rooms — External Walls etc (£8,000)

Work was completed to the pathway at the Ferndale Road play area and this

work was completed in 2010/11. There is therefore a saving on this project this
year.

Cared for Environment

Home Recycling Scheme (Budget £60,000)
This scheme is now complete for 2011/12.
Local Authority Carbon Management Programme (Budget £87,000)

Heating controls have been fitted at the Corn Exchange and solar panels have
been ordered for Belle Isle and are due to be installed.

Progress has slowed down on this project for two reasons. Firstly, the feed-in
tariff has been halved by Central Government and the payback periods for the
projects are now stated to be much longer than originally anticipated.
Secondly, projects haven’t been signed off due to the new Assistant Director
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post remaining vacant. It is proposed that £48,000 of the budget be carried
forward to 2012/13.

¢ Improvements to Cemetery Roads & Pathways (Budget £16,090)
This scheme is now complete for 2011/12.

e Green Waste Shredders (Budget £36,330)
This project is now complete.

Excellence in Public Services

¢ Vehicle Replacement Programme (Budget £418,110)

The programme has been spent for 2011/12 and has produced a saving of
£40,308 for this financial year.

¢ Replacement of Home Call Equipment (Budget £930)

This project is now complete.
5.1.2 Economy & Development

Cultural City

¢ Corn Exchange — Haystack Lantern (Budget £20,860)
The work on this project is now complete.

Cared For Environment

¢ City Centre Enhancements (Budget £140,000)

The works to Gandy Street are now complete. Northernhay Gate is
programmed for completion mid February 2012.

o Cowick Street Environmental Works (Budget £100,000)

This project is now planned to start in the Autumn of 2012, therefore the
budget is to be carried forward to 2012/13.

Prosperous City
e Canal Basin and Quayside (Budget £368,410)

The refurbishment scheme for the Old Electricity Building is substantially
completed and a new lease is to be granted shortly. Sutton Harbour schemes
have not come forward and both ECC and ECQT are considering alternative
delivery possibilities. Devon County Council have confirmed their intention to
deliver the new Outdoor Education Centre and work is well advanced to
facilitate a start on site early in 2012. Tree planting and seating improvements
will be carried out along Haven Banks during the year.
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5.1.3

514

6.0

6.1

Corporate Services

FIMS Replacement Programme (Budget £5,130)

The Financial Information Management System replacement project is now
complete.

Environment Health System Upgrade (Budget £4,590)
This project is now complete and has produced a saving of £4,590.
Franking Machine (Budget £16,020)

The new franking machine has been purchased and this project is now
complete.

Housing Revenue Account

Everyone Has a Home

Sheltered Accommodation (Budget £143,540)
This project is now complete.

D/PS British Steel Properties (Budget £10,760)
This project is now complete.

Kitchen and Bathroom Replacement Programme (Budget £500,000 and
£176,690 respectively)

The kitchen and bathroom replacements have been subject to various delays
over recent months. Due to these delays, it is proposed to carry forward a
further £70,000 for the Kitchen Replacement Programme and £30,000 for the
Bathroom Replacement Programme to 2012/13.

Acquisition of 16 Chanter Court (Budget £0)

An overspend of £75,000 is shown to reflect the estimated purchase price of
buying this property as approved by Executive on 24 January 2012.

RECOMMENDED

It is recommended that Scrutiny Resources Committee notes and Executive
recommend that the Council approve the current position in respect of the annual
capital programme.

ASSISTANT DIRECTOR FINANCE

CORPORATE SERVICES DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling this report: None
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Agenda ltem 12

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

EXECUTIVE
3 APRIL 2012

COUNCIL
24 APRIL 2012

OVERVIEW OF GENERAL FUND REVENUE BUDGET 2011/12
PURPOSE OF THE REPORT
To advise Members of the overall projected financial position of the General Fund
Revenue Budget and Housing Revenue Account after nine months, for the 2011/12

financial year.

REVENUE POSITION - EXECUTIVE SUMMARY

FUND Latest Approved Stewardship Outturn Forecast
Budget Variance December 2011/12
2011
£ £ £
General Fund 14,173,620 22,701 14,196,321
HRA* 499,390 (£1,665,990) (£1,166,600)
* (surplus) / deficit

GENERAL FUND - Appendix A

The Service Committee budgets shows a forecast overspend of £101,440 (0.78%) against
a revised Service Committee Net Expenditure budget of £13,003,620 and an overall
overspend of £22,701 against General Fund Expenditure including investment interest and
funds set aside for the repayment of debt.

Details of the variances are being disclosed in stewardship reports to individual Scrutiny
Committees during the current cycle of meetings. However the main variances are as
follows:

Scrutiny Committee Community — (An underspend of £201,300)

There will be a saving on staff costs in Environmental Protection as a result of a vacancy
which will not be filled. This has caused an estimated underspend of £66,610.

Cleansing services is anticipated to overspend by £200,000 as a result of the increased
cost of fleet and additional labour costs associated with the closure of the waste transfer
station.

Within the Museums Service there will be a saving on staff costs as a result of some
grades being lower than anticipated in the estimates following the Job Evaluation exercise,
although in some cases the reduction will not be fully realised in the current year due to
pay protection. This has been partially offset by costs relating to marketing, legal advice
and insurance. The anticipated saving is £28,170.
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2.5

3.1

3.2

Income from the sale of recyclates is expected to exceed the estimates, and the cost of
freight is expected to be less than estimated. It is estimated that the total underspend will
be £390,000.

A number of issues have arisen in respect of Advisory Services in General Fund Housing,
including an increase in cleaning, repairs & maintenance and a reduction in grant from
Devon CC for the Supporting People contract. This has caused a projected overspend of
£130,800, which has been partially offset by an anticipated underspend in Private Sector
Housing of £76,440.

Other variances within the Committee result in a net overspend of £29,120, leaving an
anticipated total underspend for the Committee of £201,300.

Scrutiny Committee Economy - (An overspend of £20,250)

Car parking income has recovered from the Summer and is now projected to be only 0.1%
below budget. Whilst there are some savings, the anticipated overspend is £45,850.

There is an anticipated overspend in respect of the closure of the Archaeological Field
Unit. The cost, which was reported to the Executive in March 2011, has reduced to
£196,950.

Additional income is expected in respect of livestock sales, commission and rental income,
contributing to an estimated underspend of £115,590.

Other variances within the Committee result in a net underspend of £106,960, leaving an
anticipated total overspend for the Committee of £20,250.

Scrutiny Committee Resources — (An overspend of £279,730)

It is anticipated that there will be a reduction in the amount of Housing Benefit Subsidy
received, mainly in respect of non HRA rent allowances, however this has been partially
offset by an increase in the use of private sector landlords as opposed to Bed & Breakfast,
which has increased the subsidy rate. This has resulted in an estimated overspend of
£156,720 (0.35%) against the £44.7 million budget.

A reduction in staffing and maintenance work in Corporate Customer Services has resulted
in an underspend of £117,710.

Reduced expenditure on training across the Council has resulted in an estimated
underspend of £87,600.

There is an increase in payments to the pension fund administered by Devon County
Council to meet the approved cost of redundancies resulting in an overspend of £403,490.

Other variances within the Committee result in a net underspend of £75,170, leaving an
anticipated total overspend for the Committee of £279,730.

OTHER FINANCIAL VARIATIONS

There is a net transfer from Earmarked Reserves of £123,860, an increase of £4,860 from
budget.

The Council has been awarded £389,165 in the form of the New Homes Bonus. This is an
unringfenced grant that the Council may use as it chooses.
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After the completion of the final accounts for 2010/11, the provision for the repayment of
debt has been calculated and is £118,739 lower than the estimate. It is anticipated that net
interest paid will be £10,000 higher than anticipated owing to a credit downgrade of the two
banks which the Council holds call accounts. The Council is now using the Government’s
Debt Management Office at a much lower interest rate, but with the security of a triple AAA
rated account.

The overall net transfer to the General Fund Working Balance is estimated to be £451,754
at 31 March 2012 after accounting for July approved supplementary budgets of £147,270.

HOUSING REVENUE ACCOUNT (HRA) (APPENDIX B)

During this period the total budget variances indicate that there will be a net surplus of
£1,166,600 which will be transferred to the HRA working balance at 31 March 2012. This
represents an increase of £1,665,990 compared to the budgeted reduction to the working
balance of £499,390. It is estimated that the working balance will stand at £5,082,541 at
31 March 2012.

Details of the variances are being disclosed in stewardship reports to Scrutiny Committee
Community during the current cycle of meetings.

OUTSTANDING SUNDRY DEBT
The Council issues invoices for a range of sundry debts, including :-

Commercial rent

Trade waste

Service charge and ground rent for leasehold flat owners
Home call alarms

Housing benefit overpayments

A range of other services such as room rental.

This does not include housing rent, council tax or business rate debt.

An aged debt analysis of the Council’s sundry debts is shown in the table below. Debt over
30 days old has decreased over the year from £2.262m to £1.875m — a reduction of
£387,000. Debts over 5 years old relate in the main to two services, Housing Benefit
overpayments (£150,947) and Housing (£16,360).

Age of Debt December December
2010 2011
Up to 29 days (current) £1,305,734 £660,408
30 days — 1 Year £1,112,679 £968,518
1-2years £340,405 £366,759
2 -3 years £270,532 £187,978
3 —4 years £160,411 £94,244
4 — 5 years £76,055 £84,878
5 + years £301,442 £172,577
Total £3,567,258 £2,535,362
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5.3 Of the outstanding debt, the table below sets out the main services and debts owing:

Outstanding Debt —
30 December 2011
£
= Commercial rent 606,128
= Markets & Halls 23,173
= Trade waste 88,853
= Service charge and ground rent for
leasehold flat owners 75,055
= Home call alarms 4774
= Housing benefit overpayments* 1,068,664
» Recycling 58,126
= Leisure 76,026
= AFU 104,656
= Economy & Tourism 52,475
= HRA 80,929
= General Fund Housing 83,804
= River & Canal 30,036

e These overpayments occur largely due to claimants’ change of circumstances
which leads to a lower benefit entitlement once a reassessment is made. This
figure represents about 2.4% of the total annual benefits paid and more than 90%
of these amounts are usually recovered.

6. DEBT WRITE-OFFS
6.1 The following amounts have been written-off during the first nine months of 2011/12:
e Council Tax £112,954
e Business Rates* £ 0
e Sundry Debt £205,783
e Housing Rents £ 7,102

* Business Rates write-offs are considered during March 2012.

7. CREDITOR PAYMENTS PERFORMANCE

71 During the first nine months of 2011/12, the percentage of invoices paid within 30 days
was 97.0%, which is marginally higher than the six months performance of 96.6%.

8. CONCLUSION

8.1 The forecast increase in Service Committee net expenditure for 2011/12 totals £101,440
including the supplementary budgets of £147,270. This together with transfers from
Earmarked Reserves, net interest paid, the New Homes Bonus and provision for the
repayment of debt will result in a transfer of £451,754 to the General Fund Working
Balance.

8.2 The forecast General Fund Working Balance at 31 March 2012 is £4,644,651 and equates
to 33% of the General Fund net expenditure.

8.3 It is estimated that the HRA working balance will be £5,082,541 at 31 March 2012.

8.4 The creditors’ payment performance has remained steady and is currently 97.0%.
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9. RECOMMENDATION

9.1 That Scrutiny Resources Committee notes and Executive recommend that the Council
approve:

e The General Fund forecast financial position for the 2011/12 financial year
e The HRA forecast financial position for 2011/12 financial year
e The outstanding Sundry Debt position as at December 2011
e The creditors’ payments performance
ASSISTANT DIRECTOR FINANCE
CORPORATE SERVICES DIRECTORATE
Local Government (Access to Information) Act 1985 (as amended)

Background papers used in compiling the report:
None
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1.1

2.1

3.1

3.2

Agenda ltem 13

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

EXECUTIVE
3 APRIL 2012

CORPORATE GOVERNANCE RISK REGISTER ANNUAL REVIEW 2012

PURPOSE OF THE REPORT

To update the Committee of the Council’s risk management progress and seek its
recommendation that the Executive approves the updated corporate risk register

BACKGROUND

The Risk Management Policy makes this Committee responsible for:

e considering the corporate risk register (CRR) and recommending its approval
to the Executive

e monitoring the effectiveness of risk management throughout the Council and
the progress made against the CRR target for actions dates

RISK REGISTER

In order to avoid printing the full risk register, which consists of 32 pages,
Councillors are able to view the register that was agreed by this Committee on 21
November 2011 on the Council’'s webpage
http://www.exeter.gov.uk/CHttpHandler.ashx?id=6402&p=0

The Risk Management Group, and the assistant directors and corporate managers
responsible for each entry have reviewed the risks and, based upon actions
implemented and actual experience, have reassessed the Impact and Likelihood
scores. This has resulted in six new risks and a risk being reduced as follows:

3. Social

e Application to register village green — Low risk - New — should the Exhibition
Way succeed then it will prevent the use of 3.3 hectares of Council-owned
employment land, the delivery of potential Council-owned housing, and the
provision of transportation for 600 homes (please see Appendix 1 for details)

8. Financial

e Assets of community value — Medium risk - New — although the legislation is
in its early stages, potential risks have been identified (please see Appendix 1
for details)

8. Financial

¢ Planning appeals — reduced from medium to Low risk — as changes have
been made to procedures to mitigate the risk of costs being awarded against
the Council
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8. Financial

¢ EU financial sanctions — Low risk - New — there is a risk that councils become
financially liable for breaches of EU law and thus incurring significant fines
(please see Appendix 1 for details)

8. Financial
¢ New homes bonus — Low risk - New — there is a risk that receipts of monies
will be less than anticipated (please see Appendix 1 for details)

10. Partnerships/contractual
o Leisure management contract — Low risk - New — there are risks should the

new contractor fail or not perform as required (please see Appendix 1 for
details)

11. Competitive
Community right to challenge — Medium risk - New — although the legislation
is in its early stages, potential risks have been identified (please see Appendix
1 for details)

3.3 The compilation of the full risk register has a timescale of nearly two months. To
ensure that the risk register is as current as possible, it was circulated to the SMT
prior to this meeting to ensure the entries are still correct

4, RISK MANAGEMENT PROGRESS

4.1 The risk management policy has been updated to reflect the new senior
management structure and is attached at Appendix 2 for consideration and
approval by this Committee

5. RECOMMENDATIONS

That the Scrutiny Committee - Resources:

5.1 reviews the updated Corporate Risk Register
52 approves submission of the annual corporate risk register to the Executive
5.2 approves submission of the revised risk management policy to the Executive

HEAD OF AUDIT

CORPORATE SERVICES DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling the report:
None
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1.1

1.2

2.1

3.1

3.2

Appendix 2
EXETER CITY COUNCIL

Risk Management Policy

Introduction

Exeter City Council is committed to the effective management of risk at every level within the
Council and to providing:

e a safe environment for its employees and customers

o safe working arrangements for employees

e training to enable its employees to undertake their work effectively, efficiently and safely.

The purpose of this Risk Management Policy is to state the Council’s risk management
objectives, approach, responsibilities and procedures.

Objectives

The purpose of risk management is to:

e preserve and protect the Council’s assets, reputation and staff

o promote Corporate Governance by integrating risk management and internal control

e promote a risk aware culture in order to avoid unnecessary liabilities and costs, but to
encourage the taking of calculated risks in pursuit of opportunities that benefit the Council

e enhance and protect the local environment

e improve business performance.

Risk management approach

Aim

To ensure it is effective, risk management needs to be aligned with corporate aims, objectives
and priorities. The Council’s approach to embedding risk management is to create a culture
that spreads best practice, identifies and communicates lessons learnt from both internal and
external experiences, and using appropriate expertise.

Risk management has to be proactive to ensure that corporate and operational risks are:

¢ identified

e assessed by considering the impacts and likelihoods of their occurrence

o effectively managed by identifying suitable controls and countermeasures, and assessing
the cost effectiveness of the mitigating actions proposed.

Effective risk management anticipates and avoid risks rather than dealing with the
consequences of events happening. However, not all risks can be managed, particularly
those that are caused by external factors over which the Council has no control (e.g. severe
weather). Key services and Mission Critical Activities are therefore required to develop
Business Continuity Plans in order to reduce the impact should a major event occur.

Risk appetite and tolerance

Calculated controlled risks, such as accepting new opportunities or using innovative
approaches for the benefit of the Council, may be taken providing the risk exposure is within
the Council’s ‘risk tolerance’ levels, these are defined as:
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3.2.2

3.3

3.4

acceptable risks — the risks associated with any proposed actions and decisions need to be
clearly identified, evaluated and managed to ensure that risk exposure is acceptable.
Particular care is needed in considering actions that could:

e have an adverse effect on the Council’s reputation and/or performance

e undermine the independent and objective review of activities

e resultin censure or fines being imposed by regulatory bodies

¢ resultin financial loss

Any threat or opportunity that could have a significant impact on the Council or its services
must be closely examined, and all risks clearly evaluated and referred to the appropriate
Strategic Director. Where there is both a significant potential impact and a high likelihood of
occurrence, then the Strategic Director must report the risk to the SMT.

prohibited risks — where risks could result in physical harm; non-compliance with legislation or
Government regulations; or non-compliance with the Council’s policies, rules and procedures,
etc., then these risks are not acceptable. Therefore, any opportunity or innovative approach
that could result in such outcomes must not be pursued, and must be reported to the
appropriate Strategic Director accordingly.

Risk treatment
There are four basic ways of responding to risk:

a) avoidance — deciding not to continue or proceed with the activity in view of the level of risks
involved, wherever possible. (Note: statutory requirements cannot be avoided)

b) transfer — which involves another party bearing or sharing the risk, a typical example is the
use of insurance. (Note: ultimate responsibility to undertake statutory requirements remains
with the Council even if third party provision is engaged)

c) control — by ensuring existing controls are effective by periodic review and testing, and
implementing additional controls where considered necessary

d) acceptance — certain risks cannot be adequately treated by either avoidance, transfer or
control. In such cases, there is no alternative but for the Council to accept the residual
(‘remaining’) risks concerned. Details of how these risks and their possible effects are to be
managed must be recorded in the service’s (and where appropriate Corporate) Risk Register,
and subject to regular review.

Framework

The Council maintains a Corporate Risk Register (CRR) that details the:

e hazards (events) that may impact upon the Council and its services

e possible risks and consequences, both negative (risks and threats) and positive
(opportunities) that could happen should the hazards occur

¢ inherent (i.e. before treatment) risk scores, between 1 and 4, of the potential impact and
likelihood of the hazards occurring on the basis that there is no mitigation in place

e controls and countermeasures that are in place in order to mitigate the risks

¢ residual (i.e. after treatment) scores, between 1 and 4, of the potential impact and
likelihood of the hazard occurring taking into account the mitigation in place

o further actions planned to reduce the risks, the timescales and responsible persons

Responsibilities and procedures
General — to achieve effective Enterprise Risk Management, risk management must be

embedded from the very top of the Council right down to each individual unit, service,
employee and Councillor.

Risk Management Policy Revision-2011-Feb
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4.2
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4.5

4.6

4.7

4.8

All Council employees and Councillors are responsible for ensuring there are robust and fit-
for-purpose systems of internal control and risk management in place; and they are aware of
the risks:

o they are empowered to take

e that must be avoided

e that must be reported upwards

The Executive - is responsible for considering and approving the Risk Management Policy.

The Leader of the Council - is responsible for acting as the Lead Councillor for risk
management

Resources Scrutiny Committee — is responsible for:

e monitoring the effectiveness of risk management throughout the Council and progress
made against the CRR target for actions dates

¢ considering the CRR and recommending its approval to the Executive

All Scrutiny Committees — are responsible for monitoring the effectiveness of risk
management for the services that each committee is responsible for scrutinising the progress
made against the targets and dates for the agreed actions

SMT - is responsible for:

e approving the risk management approach

o affirming and supporting the work of risk management throughout the Council which is an
important part of the Council’s Corporate Governance arrangements

¢ monitoring half-yearly each service’s RM progress, achievements regarding target dates,
etc. and supporting the corporate risk management process

¢ reporting all new and amended risks to the Corporate Manager Policy for inclusion onto
the CRR and for ensuring they are linked to the budget planning process

Assistant Directors and Corporate Managers — are responsible for:

e ensuring that all employees within their service understand and comply with the risk
management policy and procedures

¢ identifying, evaluating and managing operational risks and reporting any possible
corporate risks to their Strategic Director and the SMT for consideration

e ensuring that risk registers are established for their services and regularly reviewed to
ensure that risks are adequately monitored and managed

Risk Management Group (RMG) - is responsible for:

e monitoring the Council’s risk management process

e updating and publishing the CRR on the Council’s Internet webpage

¢ reviewing the Council’s CRR, seeking progress reports regarding completion of intended
action (i.e. action target dates) for reporting to Scrutiny
assessing new and amended risks for clarity and linkages to capital and revenue bids

e assessing the CRR to ensure that it is a ‘living document’ and agreeing the CRR for
submission to Scrutiny Committee

o referring H&S issues, etc, to the KPG for consideration and monitoring progress
acting as a Group and individually as RM champions within the Council

Risk Management Policy Revision-2011-Feb

3
Page 69



4.9 Key Partners’ Group (KPG) - is responsible for:
e preparing an annual H&S action plan detailing specific areas for KPG’s review in liaison
with the SMT and the RMG
e receiving and monitoring reports from Units regarding progress in their H&S and
insurance claims, particularly in respect of high risk H&S topics (e.g. required annual
work, risk assessments, etc.)

e reviewing H&S and relevant insurance matters, and reporting progress to the RMG
e reporting to the RMG any H&S issues that are considered possible CRR entries

4.10 Internal Audit - is responsible for:
¢ undertaking audits of the Council’'s Risk Management system and procedures in order to
assess their effectiveness and compliance with the Council’s requirements as part of
Corporate Governance process
¢ making recommendations to improve the effectiveness of RM within the Council
APPROVAL:
This policy was referred to and signed by the Leader and the Chief Executive on 4 July 2006
The policy was last reviewed in February 2012

This Policy version is number 2.12

Next review date: February 2013
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Agenda ltem 14

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

EXECUTIVE
3 APRIL 2012

ST KATHERINE’S PRIORY REROOFING FINANCIAL PROVISIONS

PURPOSE OF THE REPORT

To obtain approval to increase the financial provision previously approved for the
necessary reroofing works at St Katherine’s Priory, Polsloe.

BACKGROUND

The West Range of St Katherine’s Priory represents the only remaining above ground
structure of a priory for Benedictine nuns. The range is likely to have been built in the
late 13" century. It is Listed Grade II* and is also a Scheduled Monument below ground
level. The medieval roof was replaced in 1862 by the present roof structure, which was
originally covered with Welsh slate. Following acquisition by Exeter City Council in the
mid 1930s the building was opened to the public as an ancient monument until 1951. By
the late 1960s it was in use as a building materials store. Substantial refurbishment took
place in 1981, when a new floor and ceiling were introduced and kitchen and toilet
facilities installed. It has been in use since that date as a community centre for the
Stoke Hill Community Association.

The 1862 roof structure is in reasonable condition whereas the covering, consisting of
concrete roof tiles probably fitted during the 1960s, is in a particularly poor condition.
The tiles appear to be porous and breaking down with cracks and holes across the
whole roof area, leading to water penetration. There is no underfelt. Eight bays of the
roof have only 75mm of glass fibre insulation and two further bays are not insulated at all
due to the position of a room in the roof space.

Exeter City Council has a statutory duty to protect its Listed buildings. As the building is
Grade II* Listed and a Scheduled Monument, advice was sought from English Heritage.
Following that advice it was considered that the present defective concrete tiles, battens
and undersized gutters and downpipes should be removed. The rafters would be
extended to provide better protection to the ancient masonry below and be boarded,
thus allowing insulation to be installed across the whole roof before re-covering with new
Welsh slates. Correctly sized, cast iron gutters and downpipes would then be fitted. A
minor excavation is proposed in order to facilitate drainage from a porch roof. The
proposed works will safeguard the Grade II* Listed building and by installing insulation to
modern standards carbon emissions will be reduced.

On 8 February 2011 Executive confirmed the Scrutiny Committee-Resources decision of
26 January 2011 to set a capital provision of £47,000 for re-roofing of St Katherine’s
Priory for the financial year 2011/12. This level of provision was established from “ball
park” estimates, in the main part as received from an approved roofing contractor, and a
small contingency. Scheduled Monument Consent was sought and received in
December 2011 and Listed Building Consent was confirmed in January 2012.

Page 71



2.5

3.1

4.1

Following the receipt of tenders in January 2012 it was apparent that the original funding
request was not sufficient. Though the tenders are regarded as consistently priced, the
lowest tender indicates a shortfall in the sum set aside for the works of £27,994. The
tendered figures include a contingency of £2,000 but it is considered advisable that this
sum should remain due to the previous water penetration and relative inaccessibility of
the roof for survey purposes.

PROPOSALS

It is proposed to carry forward the existing capital budget of £47,000 from 2011/12 into
the next financial year and that approval be granted for additional funding of £28,000 to
enable the works to proceed based on the lowest tender received.

RECOMMENDED

That Scrutiny Resources Committee notes and Executive approves the proposals as
outlined in this report in such that the existing capital budget of £47,000 be carried
forward from financial year 2011/12 into 2012/13 and that additional funding of £28,000
be provided from capital to enable the St Katherine’s Priory reroofing works to be
undertaken.

ASSISTANT DIRECTOR PUBLIC REALM
ASSISTANT DIRECTOR ECONOMY

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling this report:

None
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Agenda ltem 15

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

INTERNAL AUDIT PLAN 2012/13

PURPOSE OF THE REPORT
To seek the Committee’s approval of the 2012/13 Internal Audit Plan.
BACKGROUND

The Internal Audit Strategy was established in line with internal control and risk management
best practice, and was used to establish the Audit Plan.

The Council’s Internal Auditors use the ‘Enterprise Risk Management Approach’ (ERMA)
they devised to check that there are adequate internal controls and separation of duties, and
that risk and business continuity management is considered, throughout the Council. This
approach ensures that non-financial systems (such as health & safety, risk and business
continuity management, data quality) are afforded the same ‘fundamental systems’ status as
the traditionally important financial systems (such as creditors, housing benefits, payroll and
council tax).

The fundamental systems are audited on an annual basis using the Council’s ‘Enhanced
Systems Based Auditing control matrices’ testing papers, whilst the remaining ‘non-
fundamental’ systems are normally audited at least once over a three-year period.

The two main risk areas continue to be information technology (IT) and housing benefits. IT
is considered most significant because of the ever growing reliance on computer systems to
provide efficient and cost-effective services. Audit coverage includes checking that there are
adequate controls in place to protect the Council’s IT systems from the ever present threats
of attacks from hackers and viruses, and that there are appropriate arrangements in place to
ensure that IT can be promptly recovered should an event occur. Housing benefits is
considered high because of the national problem of external claimant fraud and the serious
financial affect that would be caused should the Council’s benefits grant claim be reduced
due to significant input or classification errors.

The audit plan has also taken into consideration the affects of the changes that have
occurred as a result of the Council’s senior management restructuring. Audit coverage will
include checking that there are adequate separation of duties and that computer users’
access rights have been updated and are appropriate in regard to their new responsibilities
and duties.

RECOMMENDATION

That the 2012/13 Internal Audit Plan be approved.

HEAD OF AUDIT

CORPORATE SERVICES DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling the report:

None
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INTERNAL AUDIT PLAN - 2012/13 Days
Information technology (including computer systems) 120
Housing benefits 84
Contracts and procurement 40
Creditors and corporate credit cards 32
Housing including Exeter Home Choice 31
Information management and security (data protection, records management) 30
Payroll 25
Council tax 23
Health and safety 22
Risk management and business continuity management 20
Accounting 20
Corporate governance 15
National non-domestic rating 11
Museums service 10

External funding and grants

People management

Audit Commission and National Fraud Initiative investigations

Treasury management

Debtors

Car parking

Property and estates income

Planning fees and charges

Building control fees and charges

Value Added Tax

Insurance

Financial regulations

Banking, income, petty cash

PAYE

Security and buildings’ access controls

Canal

Cleansing - domestic and trade clinical waste

Cleansing - trade refuse

Car mileage claims

Partnerships

Telephones and private usage

Flexi-time

Travel and subsistence

Members' expenses

Grant claims audits

Inventories

Contingency (investigations, irregularities, etc.)

[o') N
O |22 (2222 NNINWWWW AR OOO|IOO|OH)|O)|00|(©|O

Total

663
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Agenda Item 16

EXETER CITY COUNCIL

SCRUTINY COMMITTEE - RESOURCES
21 MARCH 2012

INTERNAL AUDIT WORK - 2nd HALF-YEAR 2011/12

PURPOSE OF THE REPORT
To advise the Committee of the work undertaken by the Internal Audit Unit.
BACKGROUND

This Committee is responsible for considering the work undertaken by Internal Audit as part
of the overall probity checking and systems testing of the Council. The 2011/12 Audit Plan
was approved at this Committee’s 23 March 2011 meeting.

WORK UNDERTAKEN

Internal Audit’s objective is to examine the Council’s financial and non-financial systems to
check that there are adequate internal controls in place to prevent loss due to frauds, errors
and inefficiency, and due attention is paid to corporate governance and risk management.
A summary of the fundamental systems audits completed to date is provided below.

Findings

Council tax — this audit is broken down into sub-systems, two areas were audited:

1) valuation, liability and billing — two High and five Medium risks were reported, all of the
recommendations were accepted. However, one involved asking the software provider to
amend the software, was considered by the company to be too complicated to action

2) collection, refunds and recovery — three High and seven Medium risks were reported, all
of the recommendations were accepted

Based upon the testing and response of management in accepting the recommendations,
the system’s internal controls will be good once the agreed controls have been introduced.

Non-domestic rating — one High and nine Medium risks were reported, of which two
Medium risks were not accepted. The first was because the manager considered there
were adequate compensating controls in place, and in the second that there were
insufficient staff resources to check the accuracy of refund calculations.

Based upon the testing and response of management in accepting the recommendations,
the system’s internal controls will be satisfactory once the agreed controls are introduced.

Housing benefits — this audit is broken down into sub-systems, the areas audited were:
1) fraud prevention and detection — only one Medium risk was reported concerning a risk
assessment, which was agreed to be actioned by 31 March 2012.

2) subsidy claim - quarterly audit checks are undertaken (due to the value of the claim,
approximately £32 million) to test that cases have been correctly calculated and classified
for subsidy purposes

Based upon the testing and the continuing positive response of management in accepting
the recommendations, the system’s internal controls will remain good.
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Health and safety - assessments were made of services’ performance regarding the
management of personal protective equipment (PPE) and respiratory protective equipment
(RPE), which includes protective gloves, hi-vis jackets, steel toe-capped boots, climbing
equipment. It is essential that the employees concerned are aware of what equipment they
are required to use and how they should use it, as this could mean the difference between
an employee walking away from an incident unharmed or sustaining a serious injury. Itis
also essential that periodic management compliance checks are undertaken and recorded.
This is to ensure that should an incident occur because of, for example, refusal to wear
PPE then the Council has sufficient evidence to robustly defend any spurious injury
compensation claims.

Payroll - 10 Medium risks were reported, all of which but one was accepted. The one was
in respect of independent checking of the system’s exception reports, as it was considered
there was a lack of appropriate resources and that there were adequate compensating
controls in place

Computers — continuing testing is undertaken throughout the year because of the criticality
of this service provision. The audits that have been undertaken have not yet been
concluded, but will reported to the November meeting of this Committee.

Information governance - there have recently been many instances reported by the media
of cases where there have been failures to protect the confidentiality and integrity of
individual’s sensitive personal data. These failures not only affect an organisation’s public
image, but also result in non-compliance with legal requirements (e.g. the Data Protection
Act) and significant financial penalties being incurred (the maximum penalty is £/2 million).
In order to comply with the Data Protection Act, the Government's 'Code of Connection' and
other requirements, an e-learning module was developed by Internal Audit) to provide
appropriate Information Security Awareness training for staff and Councillors.

Regulation of Investigatory Powers Act (RIPA) - the Home Office’s revised code of
practice for covert surveillance requires that:

1) the Council’s use of RIPA is reported quarterly to Councillors. To date, one application
was made which was in respect of an employee suspected of falsifying his time records to
conceal the fact that he was leaving work early. Internal Auditors undertook an
investigation.

2) on an annual basis, Councillors should review the Council’s use of RIPA and its
procedures. Following a visit by an Assistant Surveillance Commissioner on 20 January,
revisions are being made to the procedures for approval by this Committee.
RECOMMENDATIONS

That the Internal Audit Report for the 2" half-year of 2011/12 be received.

That the revised RIPA procedures be approved

HEAD OF AUDIT

CORPORATE SERVICES DIRECTORATE

Local Government (Access to Information) Act 1985 (as amended)
Background papers used in compiling the report:

None
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Appendix 1
Exeter City Council

The Covert Surveillance and Covert
Human Intelligence Source Procedures

Introduction |

The Regulation of Investigatory Powers Act 2000 (RIPA) imposes various provisions regarding the:
¢ interception of communications

acquisition and disclosure of data relating to communications

carrying out surveillance

use of Covert Human Intelligence Sources (CHIS)

acquisition of various electronic data

The aim of RIPA is to ensure that such activities are carried out in accordance with the law and are
therefore less vulnerable to challenge under the Human Rights Act 1998

Council officers who undertake directed covert surveillance or use Covert Human Intelligence
Sources (collectively referred to as ‘surveillance operations’) must be familiar with these procedures.

Compliance with the RIPA provisions is monitored and periodic visits made by the Office of the
Surveillance Commissioner (OSC). Officers must therefore ensure that they comply with these
procedures at all times, whether or not it is intended to use any information from a surveillance
operation as evidence in court or for other proceedings

The Home Office has issued codes of practice for the use of covert surveillance and of CHIS. The
codes are published on the RIPA intranet page.

Definition of RIPA terms |

Collateral Intrusion — is the risk of interference with, or intrusion into, the privacy of any other person
or persons other than the subject of the proposed surveillance.

Confidential Material refers to:

e matters subject to legal privilege

¢ confidential personal information relating to a person’s physical or mental health, spiritual
counselling or other assistance being given or oral or written information arising in the course of
any trade, business etc, that is held subject to an undertaking of confidence or a restriction on
disclosure or obligation of secrecy contained in legislation

¢ confidential journalistic material being material acquired or created for the purposes of journalism

Covert Human Intelligence Source (CHIS) - is the use of a person to establish or maintain a
personal or other relationship with another person in order to:

¢ obtain information or to provide access to any information to another person, or

¢ disclose information obtained through the relationship

in @ manner that ensures the other party is unaware of what is being undertaken

Covert Surveillance - is surveillance that is carried out in a way that the subject of the surveillance is
unaware that it is or may be taking place

Directed Covert Surveillance - surveillance is directed surveillance if all of the following apply:

e it is covert, but not intrusive surveillance

e itis conducted for the purposes of a specific investigation or operation

o itis likely to result in the obtaining of private information about a person (whether or not one
specifically identified for the purposes of the investigation or operation)

e itis conducted otherwise than by way of an immediate response to events or circumstances the

2012-February-RIPA-procedures-revised
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2.7

2.8
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2.10

2.11

nature of which is such that it would not be reasonably practicable for an authorisation under Part
Il of the 2000 Act to be sought

Intrusive Covert Surveillance - is covert surveillance that:

e s carried out in relation to anything taking place on a residential premise or in any private vehicle

¢ involves the presence of an individual on the premises or in the vehicle or is carried out by means
of a surveillance device

Note: Intrusive Covert Surveillance cannot be authorised or undertaken as the Council does

not have the necessary legal powers

Necessity - is the requirement to consider why use of covert surveillance is needed, and ensuring
that the request is in fact in connection with preventing and detecting crime or preventing disorder

Officer - is a person employed by Exeter City Council

Proportionality — is the requirement that consideration is given to whether the proposed covert
surveillance is:

e proportional to the ‘mischief under investigation

¢ proportional to the degree of anticipated intrusion on the target and others

¢ the only option, other overt means having been considered and discounted

Surveillance — includes:

e monitoring, observing or listening to persons, their movements, their conversations or their other
activities or communications

¢ recording anything monitored, observed or listened to in the course of surveillance

¢ surveillance by or with the assistance of any surveillance device

Surveillance Device - is any apparatus designed or adapted for use in surveillance

Activities subject to RIPA

3.1

The following activities are subject to RIPA and therefore require authorisation:

a) use of Directed Covert Surveillance - the surveillance of an individual with a view to obtaining
information without their knowledge

b) use of a CHIS - using a person to interact with another person in order to obtain information
about them without that person knowing. The CHIS may be an officer or a third party.

Note: A surveillance operation can only be authorised if it is for the purposes of preventing and
detecting crime or preventing disorder

Activities not affected by the Act

RIPA does not apply to surveillance that is not covert, for example:

o the use of overt CCTV surveillance systems. However, these are subject to other controls (e.g.
Data Protection Act 1998).

e general observations undertaken by an officer in the normal performance of their duties that does
involve the systematic surveillance of an individual will not usually be regulated by RIPA

o surveillance undertaken where the subject concerned is aware that it is or may be taking place

The need for authorisation

Whenever there is an intention to undertake directed covert surveillance or use a CHIS then
appropriate authorisation must first be obtained

Officers who can grant an authorisation

Authorisation can only be granted by one of the following:
¢ Assistant Director Finance

2012-February-RIPA-procedures-revised
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Corporate Manager Legal

6.2 Note: In normal circumstances, if one of the above authorising officers is directly involved in
undertaking an investigation, then they must not give authority to themselves. An exception is
where the matter is sufficiently urgent that it prevents the officer from obtaining authority from one of
the other authorising officers.

| 7. Covert surveillance and Covert Human Intelligence Sources (CHIS) authorisations
7.1 Application

a) An application for directed surveillance or CHIS must be made in writing on the appropriate form,
unless the situation is urgent (please see 8 below). These are published on the RIPA intranet page.

b) All relevant parts of the application form must be completed by the officer seeking the
authorisation, in particular information must be provided that:

explains the action that is being authorised, including any premises or vehicles involved
identifies, where known, the subject of the surveillance operation

specifies the grounds on which authorisation is sought

explains why the surveillance operation is necessary

explains why the surveillance operation is considered ‘proportionate’, a concept arising from the
Human Rights Act, and applies to both the surveillance operation itself and the length of time it
will continue for. Proportionality covers necessity and requires consideration to be given to
assessing the scope of the surveillance operation to the actual ‘mischief’ concerned

identifies what information is desired from the surveillance

specifically addresses the likelihood and extent of intrusion or interference with the privacy of
other persons other than the subject of the surveillance operation

assesses the likelihood of acquiring any confidential material

identifies any surveillance device that is proposed to be used

In the case of a CHIS, the information must also include:
information relating to the intended CHIS

the purpose for which the CHIS will be used

the nature of what the CHIS will be assigned to undertake

d) The authorising officer must examine all of the information on the application form, and before
authorising must consider:

is the requested surveillance lawful

is the surveillance proportionate

Is the surveillance operation necessary on the ground shown (i.e. preventing and detecting crime
or preventing disorder)

what the risk of collateral intrusion is

what the likelihood of obtaining confidential material is. (Note: where confidential material may be
obtained then authority for the surveillance operation and possibility of obtaining confidential
material must be given by the Chief Executive or by whoever deputises for him/her when they are
unavailable)

is the use of any surveillance device acceptable

Note: At the time of signing, the authorising officer should contact the RIPA monitoring officer in
order to obtain the consecutive ‘Unique Reference Number that needs to be entered onto the form

e)

Where surveillance involves a CHIS then there are the following additional issues:
special consideration must be given to any risks that the CHIS may face whilst they are
undertaking the activities proposed

vulnerable individuals must not be used as a CHIS unless authorised by the Chief Executive or
by whoever deputises for the CX when he is unavailable

the use of a juvenile as a CHIS (i.e. a person under 18 years of age) requires special
consideration. Under no circumstance should a CHIS under 16 years of age be authorised to
give information against his/her parents. In any event, a juvenile must not be used as a CHIS

2012-February-RIPA-procedures-revised
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7.2

7.3

unless authorised by the Chief Executive or by whoever deputises for him/her when they are
unavailable.

f) At the time of authorisation, the authorising officer must set a period or date in which the
authorisation must be reviewed (e.g. within 1 month). However, where there is potential access to
confidential information, collateral intrusion or use of vulnerable individuals/juveniles, then more
frequent reviews must be undertaken

g) The applicant/officer undertaking the surveillance should take a photocopy of the authorised form
and keep it with their surveillance notes, documents, record, etc. for reference. The original
authorised application form should be immediately sent to the RIPA monitoring officer (the Head of
Audit) who maintains the central record.

h) Note: A directed covert surveillance authorisation ceases to have effect after 3 months from the
day that it took effect. Urgent authorisations cease to have effect after 72 hours from the time when
the authorisation was granted

i) Note: A CHIS authorisation ceases to have effect after 12 months from the day that it took effect
unless the CHIS is a juvenile in which case it will only last 1 month. Urgent authorisations cease to
have effect after 72 hours from the time when the authorisation was granted

i) Once an investigation has been completed, all written details associated with it (including the
original authorisation, renewal, etc.) must be kept for 6 years in a secure location, where they can be
easily found should an authorised person require to examine them

Review

a) The officer who applied for the authorisation (or other suitably experienced officer) must review
the application in accordance with the period or date specified by the authorising officer (see 7.1g).
The forms are published on the RIPA intranet page.

b) Details of the review should be recorded in writing on the form, and the authorising officer must
either approve the application or cancel the surveillance. However, before doing so the authorising
officer must consider the continuing necessity and proportionality of the application. The officer
undertaking the surveillance or carrying out the review should take a photocopy of the form and
keep it for reference and send the original to the RIPA monitoring officer immediately for entering
onto the central record.

c) The officer undertaking the surveillance or carrying out the review must promptly notify the
authorising officer if an investigation unexpectedly interferes with the privacy of individuals who are
not covered by the authorisation. Consideration should at the same time be given as to whether a
further authorisation is required.

Renewal

a) A request to renew the authorisation should be made prior to the existing authorisation ceasing,
and should normally only be made close to the cessation of the existing authorisation. The forms
are published on the RIPA intranet page.

b) An authorising officer can renew an authorisation in writing (whether originally given orally or in
writing) for a further period of 3 months. However, before doing so the authorising officer must
consider the continuing necessity and proportionality of the application. Only in the most exceptional
circumstances would it be considered appropriate to renew an authorisation orally.

c) The request for renewal should contain the following information:

¢ whether this is the first renewal, or if not, when the authorisation were previously renewed
¢ the details required for the original authorisation as they apply at the time of the renewal
¢ any significant changes to the information

¢ the reasons why continued surveillance is necessary and proportionate
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¢ the content and value to the investigation of information so far obtained
¢ an estimate of the length of time that further surveillance is necessary

d) If the authorising officer decides the request should not be granted then the reasons should be
recorded on the renewal form and show clearly why the renewal was refused

e) The officer undertaking the surveillance should take a photocopy of the renewal form (even if
refused) and keep it for reference and send the original to the RIPA monitoring officer immediately
for entering onto the central record.

f) An authorisation must be either renewed or cancelled (once the specific surveillance is complete
or about to expire) as it does not lapse with time

7.4  Cancellation
a) Each approved authorisation must be formally cancelled unless it is renewed. The forms are
published on the RIPA intranet page.

b) The authorisation must be cancelled where the directed covert surveillance has achieved its
purpose or no longer meets the authorisation. The form must be signed by an authorised officer
who needs to record on the form the time and date when the authorisation was cancelled

c) The officer undertaking the surveillance should take a photocopy of the cancellation form and
keep it for reference and send the original to the RIPA monitoring officer immediately for entering
onto the central record.

| 8 Urgent authorisations

8.1 A situation should only be regarded as urgent if, in the time that would elapse to enable normal
procedure to be followed, it could endanger life or jeopardise the investigation
Note: Before applying for such, ensure that the surveillance is not already covered by the immediate
response provision in the Regulation of Investigatory Powers Act 2000 section 26.2.c

8.2 In normal circumstances, surveillance must not be undertaken without written authorisation. If the
situation is considered urgent so that an application form cannot be completed, then an oral
authorisation may be given. In such cases, the officer seeking authority should record in writing as
soon as possible a statement of the authorisation given. Furthermore, within 2 working days of the
authority being given all of the details that would normally have been provided on an application
form should be completed in writing and the original copy sent to the RIPA monitoring officer with a
summary of the oral authorisation that was given

|9 Confidential Material

9.1  Every officer involved in a surveillance operation should ensure that they are familiar with what is
meant by confidential material. If at any time during surveillance an officer is unsure whether
confidential information has been obtained then they should consult the Corporate Manager Legal
as soon as possible and ensure that further information is not obtained until the situation is clarified.

|10  Record keeping

10.1 The officer carrying out surveillance must maintain an adequate log/record as these might be
needed in the event of subsequent proceedings.

10.2 Any alterations in the log/record should be crossed through with a single line, initialled and the
correct information written to the side, correction fluid must not be used. No blank lines should be
left where additional information could later be written in at a later date

10.3 The log/records should be signed as true statements and held with the surveillance notes,
documents, record, copies of the authorised forms, etc. securely for six years

|11 The RIPA monitoring officer’s role
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11.1  The RIPA monitoring officer is responsible for:

a) maintaining the central record of RIPA authorisations, reviews, renewals and cancellations and
keeping copies of all authorisations for at least three years from the ending of the authorisation
Note: Specific records must be kept of any:

e urgent authorisations

e authorisations relating to confidential material

o authorisations for the conduct or use of a vulnerable individual or juvenile as a CHIS

and that such cases must be brought to the attention of the OSC inspector when he/she visits.

b) oversight of the Council’s RIPA process.

c) monitoring the day-to-day operation of RIPA and checking that authorisations are in compliance
with legislation; and with relevant codes of practice, procedures and guidance.

d) raising awareness of RIPA within the Council, and organising a RIPA training programme

11.2 The RIPA monitoring officer will undertake an annual review of the operation of these procedures,
and prepare reports referred to at 13.1 and 13.2 below.

| 12 | The senior responsible officer’s role |
12.1  The 2010 revised code of practice for directed surveillance and CHIS under RIPA considers it good
practice for every public authority for a senior responsible officer (SRO) to be made responsible for:

¢ the integrity of the process in place within the public authority for the management of CHIS;

e compliance with Part Il of the Act and with the Codes;

e oversight of the reporting of errors to the relevant oversight Commissioner and the identification
of both the cause(s) of errors and the implementation of processes to minimise repetition of
errors;

e engagement with the OSC inspectors when they conduct their inspections, where applicable; and

e where necessary, oversight of the implementation of post-inspection action plans approved by
the relevant oversight Commissioner

12.2 The SRO is responsible for ensuring that all authorising officers are of an appropriate standard in
light of any recommendations in the OSC'’s inspection reports, and addressing any concerns about
the standards of authorising officers.

12.3 The SRO should be a member of the corporate leadership team

|13 | Councillors |
13.1  Councillors are responsible for reviewing the use of RIPA and setting the policy once a year.

13.2 Quarterly reports are made on the use of RIPA to Councillors who are responsible for ensuring that
RIPA is being used consistently with the Council's policy, and that the policy remains fit-for-purpose.
However, Councillors must not be involved in making decisions on specific RIPA authorisations.

|14  Complaints |

14.1  Anindependent tribunal has been established to investigate RIPA complaints, information about the
complaints procedure is obtainable from:
Investigatory Powers Tribunal
PO Box 33220
London
SWLH 92Q

Telephone 020 035 3711 Website http://www.ipt-uk.com/
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